


















































Famous Names Demo Kit Used














































Restricted Election Databases Released

These were databases that contained ballot, contest and
candidate election data.























































































Generic Requirements to Perform These Hacks

Understand election definition

Obtain AES key+IV

Obtain unmaodified election definition

Replace with modified election definition










































Root-Cause (opinion): Insecure Architecture, Design,
and Implementation

* Chose to use entirely independent elements for different contexts

e On-screen- and print-names are different fields in different tables with different encoding

* Chose to use symmetric cryptography where need asymmetric cryptography

* Anyone who can validate can also create

* Chose to use single set of universal and widely-spread cryptographic secrets

*  AES Key+IV












